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5 Risiko Wajib Tahu
Ancaman Keamanan Data

dan Elemen Penting Perlindungan

amanan informasi terdengar rumit,
enarnya apa yang dilindungi?

Singkatnya adalah melindungi informasi penting
agar tidak dicuri, tidak diubah, dan tidak tiba-tiba
tidak bisa digunakan

Seperti data pribadi, kata sandi, dan data
perusahaan harus dijaga dengan baik. Jika

tidak, akan sangat merepotkan bila bocor atau
diubah sembarangan. Ini tentang melindungi |
kerahasiaan, integritas, dan ketersediaan

Keamanan Jaringan Internet: Seperti kebocoran data,
kelumpuhan sistem, pencurian identitas, penipuan, dan
lain-lain

e Keamanan Sistem: Komputer atau sistem situs web
mungkin diserang karena adanya celah keamanan.
Pemindaian kerentanan dan perbaikan dapat menurunkan
risiko

Keamanan Aplikasi: Penyerang mungkin mencuri privasi
dan aset melalui celah pada aplikasi. Perhatikan sumber
unduhan, pembaruan, dan pengujian keamanan

Enkripsi Data dan Autentikasi ldentitas: Selain menyimpan
data, juga harus mencegah pencurian dan pemerasan.
Enkripsi atau verifikasi dapat melindungi data agar tidak
bisa dibaca pihak lain

e Keamanan Komputasi Awan: Pada saat yang sama,
komputasi awan perlu mempertimbangkan elemen
keamanan jaringan, sistem, aplikasi, dan enkripsi
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D riii ro 16m cin biét
Nhirng moi de doa an toan thong tin
va cac yéu to bao vé thiet yéu

p, rot cude 1a bio vé diéu gi?

Noi don gian la bao vé nhirng thong tin quan
trong khéong bi danh cip, khung bi sira doi, ngiin
chin viéc dot nhién khong theé sir dung dwoc

Pung vay, nhu dir liéu ¢4 nhian, méat khau, di
liéu cong ty déu phai dwoc bao vé can thin, néu
bi ro ri hoiic bi sira doi sé rat ric roi. Bio vé
tinh bao mat, tinh toan ven va tinh kha dung

'nén trong tim ciia an toan thong tin 12 an toan,
h xdc va con phai ¢é thé sir dung binh thuong

e An ninh mang: nhw ro ri dir liéu, hé thong bi té liét, danh
cfip danh tinh, lira dao, v.v...

® An toan hé thong: May tinh hoiic hé thong website c6 thé
bi tan cong do ton tai 16 hong, viéc quét 16 hong va va 16i
¢6 thé gitip giam thiéu rii ro

e An toan trng dung: Ké tan cong cé thé loi dung 16 hong
trong \rng dung dé danh cip thong tin c4 nhan va tai san,
can chi y dén nguon goc, cip nhit va kiém tra bao mat

e Ma hoa dir lieu va xac thuc danh tinh: Ngoai viéc luu trir
dir lieu, ciing can ngian chan viéc danh cip va tong tien,
ma hoa hoac xac thue co the bao vé dir lieu khong bi giai
ma

e An toan dam may: Bao mat dam may can dong thoi dam
> r 1:. J: b :'h F .l"l-u r b
bao cac yeu to an toan ve mang, he thong, irng dung va
ma hoa
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5 key risks
Cybersecurity threats

and how to protect yourself

ersecurity sounds very complicated,
t what exactly are we protecting?

In simple terms it involves ensuring important
data is not leaked, altered or suddenly inaccessible

e, }égg%sgnf_ﬂ__t_jfust_-a bout stopping hackers,

so about ensuring systems operate normally

Making sure personal data, passwords, and
company information are all protected, as it
can create all kinds of problems if such
information is leaked or maliciously altered.
The point is to protect the confidentiality,
integrity and useability of data

r words, the focus of cybersecurity is security,
curacy and being able to operate normally

® Network security: Preventing data leaks, system crashes,
identifying theft, fraud

® System security: Computer or website system
vulnerabilities can result in attacks; scanning for
weaknesses and introducing patches reduces the risk

App security: Attackers may use app vulnerabilities to steal
private data and assets; Pay attention to an app’s source,

updates, and security checks

Data encryption and identity authentication: In addition to
storing data, it is also necessary to prevent theft and
ransomware. Encryption and authentication can protect
data from being read

® Cloud security: Cloud environments must simultaneously
address security for networks, systems, apps and
encryption
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